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Therisein
hybrid working

The world is changing and we've all had to adapt
to new ways of working. End user compute looks
very different to pre-2020. For many of us this means
working on the same tasks, but the means by which
we do this and where we do this has changed.
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Following the move to remote working, many businesses are —_—
now turning to a hybrid model as a new and permanent way
of working. In fact, 82%* of business leaders will now allow their
employees to work remotely some of the time. The workforce is
more mobile and dispersed, apps have moved to the cloud, and
worryingly, security threats are rapidly evolving to take advantage
of any weaknesses created by this shift.

A B L kel e

Businesses must modernise to deliver a positive, efficient, yet
secure experience for employees while supporting the end goal
of delivering organisational success and profit. Clearly, in this
new world, disruption and change are inevitable and ongoing,
so organisations must be flexible and adapt in order to succeed.
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O of leaders will now allow their employees
2 O to work remotely some of the time.

thttps.//www.gartnercom/en/newsroom/press-releases/2020-07-14-gartner-survey-reveals-82-percent-of-company-leaders-plan-to-allow-employees-to-work-remotely-some-of-the-time
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Widescale hybrid set-up

Simply allowing employees to take their laptops and work from home is no longer a sustainable option.
This could be negatively impacting your organisation in terms of employee experience, successful IT
operations and workspace security. It's time to think and work differently, and install the right solutions to
confidently support a remote or hybrid way of working for the long-term. While remote working has proven
to have many benefits (think work-Llife balance, no commute, increased productivity), it's not without risks.

Just one example is your data security, how data moves within your hybrid workspace and how it is stored.
A widescale hybrid set-up needs deep consideration and a measured approach. And if you do it well once,
you'll reap the benefits over time.
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"A hybrid workspace is a user's interface to applications and
data, allowing access on any device from any location, whilst &
maintaining operational control, security and compliance.”

Rob Sims,
Chief Technology Evangelist for Workspace, Proact
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Keeping hybrid-safe

The end user set-up of a remote worker looks very different to that of the traditional office-based employee, and remote
teams can be the weakest link when it comes to cyber threats and security, without even realising it. Breaches come
from one of two places generally - either a misconfigured internet facing system or an end user being compromised.

Among larger businesses that experience cyber breaches and attacks, 83% come from phishing attacks? Yet with
the right technology in place, securing and protecting the end user's devices can help to reduce your overall cyber

security threat landscape.

-
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O of breaches and attacks
(] come from phishing attacks.

2 https.//www.gov.uk/government/statistics/cyber-security-breaches-survey-2021/cyber-security-breaches-survey-2021
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o
39%
L of business experienced
cyber security breaches

61%

— — of ClOs and CISOs expect an
increase in security risks from
unmanaged devices

Protecting the hybrid workforce can be challenging and this is widely accepted.
According to the UK Government's Cyber Security Breaches Survey 2021, 39% of
business and 267% of charities experienced cyber security breaches and attacks.
And according to PwC, 6176 of ClOs and CISOs expect an increase in security
risks from the use of unmanaged devices; while 37%* of workers use devices
their employers have asked them not to use.

It's therefore important to have the right security solutions in place,
as well as effective ways of informing employees of the risks, to support a
successful hybrid-style workforce.

3 https://www.pwc.com/us/en/library/covid-19/survey-adopt-a-cyber-savvy-culture.html
4 https://www.pwc.com/us/en/services/consulting/cybersecurity/library/pwc-covid-19-ciso-pulse-survey.html

377%

of workers use devices
their employers have
asked them not to use
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Levelling up security

There are four key areas that need to be protected for effective hybrid working. These are:

©

Protecting the end Protecting the end Protecting the end
user’s identity and user from email-borne user’s device from
authentication threats threats

Protecting the end user
on the internet with
“always on" security

While protecting end users and their devices must be a priority, there is a fine balance to be maintained; your IT security should

not negatively impact the employee experience or hamper engagement or productivity. There is a need for careful equilibrium

between security and protection, and ensuring the employee can continue to work in an engaged and agile way. The fine line is
protecting your organisation against security threats without killing the employee experience.
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"Rather than spending billions of dollars to acquire talent, a
better approach is investing in talent that's already in place’”

Ulrick Juul Christensen,
Forbes contributor, February 2020
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The importance of
employee experience

While the world is in upheaval, the importance of retaining
the best talent cannot be understated. An organisation’s
employeesareits mostimportantassetandimportantly, their
positive attitude and aptitude for work support a company's
competitive advantage. The way your employees perceive
your organisation is of the greatest importance. Treat them
and their requirements with respect, and support them
within the realms of what is possible, to boost productivity
and employee retention. Also use this as a means to attract
the best talent. Use technology to delight and protect your
employee's unlocking their potential.

In fact, having the right technology in place to support
the workforce has never been more important; a positive
employee experience is essential for the success of your
company. Empowering employees to be productive and
engaged generates a good work ethic. And with this comes
a cycles of benefits, from active engagement to innovative,
faster progress, productivity and company growth.
Technology empowers them to do their job the best of their
ability, friction-free.

5 https:.//www.gallup.com/workplace/238079/state-global-workplace-2017.aspx
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Talent, disengagement
and friction

It's simple: if you don't provide the tools your teams need to do their
job, the outcome is employee dissatisfaction and disengagement.
51% of employees consider themselves not to be engaged at work
and 16%’ to be actively disengaged.

Technology enables the hybrid workforce to work remotely and at
any time, and it should do so without fail and disruption; to ensure
employees have access to the right systems, files, and connectivity,
friction-free, to get their tasks completed.

Arthur Mazor, partner, HR Strategy, Deloitte commented to the
Economist Intelligence Unit that “a positive employee experience
requires removing friction from work"®

8 https://www.citrix.com/blogs/2019/12/12/the-real-thing-in-modern-digital-workspaces-is-from-citrix
7 https://www.gallup.com/workplace/238079/state-global-workplace-2017.aspx
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17
91/
of employees consider
themselves not to be
engaged at work and

16% to be actively
disengageds.



Operations gains

For many IT teams, the rush to remote working in 2020 created
many extra days of hard work, enabling employees to work from
home, providing secure access to files, ensuring connectivity, while
assessing security risks. Now, with the onset of hybrid working, it's
time to get the technology right for the long term, allowing IT teams
to focus on innovation and productivity with greater control and
visibility, instead of firefighting.

Many IT teams spend needless hours consumed with support calls,
business as usual, and day to day tasks. Yet with the right hybrid
workspace technology in place, it's possible to lighten this workload,
reduce helpdesk calls and enable them to work more efficiently. With
the time IT teams can save, they can focus their expertise ultimately
on seeking out how to drive the business forward in a more productive
way. Through having more time and resource available they can
become the centre for innovation for a company, with the ability to say
‘yes" to technology requests - for better business outcomes - not “no’,
or “yes (in six months)."
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“Workspace is not a SKU, but rather a technology framework
enabling organisations to deliver the future of work, ensuring
an excellent employee experience, simple IT operations and

effective security.’ it

Rob Sims,
Head of Workspace & CTE, Proact
SN .
-
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Sustainability wins

Hybrid working solutions also have sustainability benefits. As
reported in My Green Pod magazine in the Guardian, IT-related
greenhouse gas emissions contribute to 5%® of emissions
globally due to pollution, energy use and commuting. There are
four simple steps you can take to reduce IT related emissions:

"It's clear that by using digital
virtualisation and workspace
technologies to empower flexible
and remote work models, companies
can positively impact sustainability.™

Tim Minahan, Executive Vice President of Citrix

8 https://www.mygreenpod.com/articles/a-guiding-star-in-sustainable-i-t/
¢ https.//www.mygreenpod.com/articles/a-guiding-star-in-sustainable-i-t/

O

Enable restriction free end
user computing devices
that are compatible with
energy-efficient devices

o

Move from inefficient
on-premises data centres to
carbon zero cloud centres

Create flexible working
capabilities to increase
local and home working
and decrease commuting

Extend the useful lifespan
of existing devices
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Benefits of a secure
and friction-free
hybrid workspace

ROE3O -

With the employee experience front and centre, better IT
operations and optimised security, there are many benefits
to an effective hybrid workspace. At Proact, we offer a tailored
service to help our clients ensure a seamless transfer of
information through their hybrid workspace and assist them
to thrive in unpredictable times. We strive to create the best
secure user experience, optimise productivity for our clients
and free up the IT team to drive innovation and grow business,
with resulting benefits that include:

Improved employee experience

° Increased productivity through an engaged workforce

° A consistent, seamless user experience as employees
transition between multiple workspaces on an array
of devices

° A heightened level of mobility by delivering anywhere,
anytime access to corporate data and applications

Q Competitive advantage through attracting and retaining
the best people

Sustainability

Contribution to sustainability and reduction of IT-related
emissions
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Efficient operations

a Meet business objectives whether in the office, working
from home, or on-the-go

Q IT cost reductions in multiple areas of workspace initiatives
including devices, OS migration, and upgrades

9 Increased speed to deliver and manage a connected
workspace to any user, any device, anywhere, over
any network

Q A more agile and innovative IT team due to a reduction in
support calls

Increased security
Secure remote working through technology that is
specifically chosen for hybrid scenarios

0 Greater protection of reputation due to enhanced security

Reassurance that your intellectual property and sensitive
data is protected




Of working adults currently homeworking, 85% wanted to use a
"hybrid” approach of both home and office working in future *°

© https://www.ons.gov.uk/employmentandlabourmarket/peopleinwo oymentandemployeetypes/articles/businessandindividualattitudestowardsthslr‘lfutureofhomlwor |a'i_l.’tlo‘_may2021 r o \
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Case study:
Lewisham and
Greenwich NHS Trust

Leveraging the power of Citrix Cloud and Azure, we helped
Lewisham and Greenwich NHS Trust to transform the workspace
for their community nursing team, increasing patient care,
employee satisfaction, and resulting in two extra patient visits
per day per nurse.

¢ 2

Cifrix AAzure

NHS

Lewisham and Greenwich
NHS Trust
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Need help with your hybrid workspace setup?

We offer far more than just implementing a hybrid solution. We
carefully consider your employees, how and where they will be using the
technology, and how we can ensure their experience is a positive one.

Strategy
services

Correct alignment of organisational strategy

to workspace strategy with two decades of

experience helping our customers start and
continue on the right path..

Subject matter
experts

Our internal team of workspace
consultants have been handpicked
for their knowledge while also
understanding the wider enterprise
architecture, delivering projects

We're also vendor agnostic, meaning you get the right solution for
you. No hard sell, no vendor bias, just a solution that's right for your

culture, places and spaces:

Digital experience
monitoring

User experience is critical to ensuring a
productive and engaged workforce. Our
digital experience monitoring service
provides a user experience SLA to ensure
maximum performance.

on time and a smooth transition to
business as usual.
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Workspace transformation Project and programme
assessments management
Expert advice and guidance on your Experienced in delivering workspace
workspace solutions underpinned by a projects across multiple sectors to meet
deep understanding of your employees' tight budgets, timelines and specific
requirements and what they need to get requirements.

their work done.

Modern
workspace specialists

We are true experts in leading workspace
technology, driving a positive employee
experience, efficient IT operations and
outstanding security.
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Architect
services

Translating your requirements into
technical solutions, from designs to
procurement and deployment.

Performance
optimisation services

Maintaining a high-performing, secure
workspace and extracting maximum value
from your investments, with detailed and
measurable optimisation.

Service
management

Remove the overhead of implementing and
supporting your workspace solution. Pass
the hard work to our team of experts while

you focus on innovation.
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PROACT

Speak to our team of workspace specialists with 20 years’
experience and accelerate your hybrid journey today.

e Call: +44 (011246 266300
S s Email: hello@proact.co.uk
g ' www.proact.co.uk

Book your free workspace assessment

workspace.proact.co.uk/questionaire

Fiiny O

In partnership with

cifrix




